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Annotatsiya: Ushbu maqolada zamonaviy tibbiy diagnostika tizimlarining asosi bo ‘lgan
chuqur neyron tarmoglarining (CNN) raqobatli hujumlarga (adversarial attacks) nisbatan zaifligi
tadqgiq etilgan. Tadgiqot jarayonida turli arxitekturalardagi modellar (InceptionV3, ResNet50,
DenseNet121 va boshgalar) biotibbiy ma lumotlar to ‘plamlari yordamida testdan o ‘tkazilgan. Ishda
PGD, DeepFool va CW kabi asosiy hujum algoritmlarining samaradorligi giyosiy tahlil gilinib, hatto
yugori aniglikdagi modellar ham inson ko ‘zi ilg ‘amaydigan minimal o zgarishlar (perturbatsiyalar)
natijasida noto ‘g ‘ri xulosa berishi isbotlangan. Maqola yakunida tibbiy sun iy intellekt tizimlarining
kiber-bardoshliligini oshirish bo ‘yicha raqobatli o ‘gitish va kirish filtrlarini joriy etish kabi amaliy
tavsiyalar berilgan.

Kalit se‘zlar: Chuqur o ‘rganish, ragobatli hujumlar, biotibbiy tasvirlar, neyron tarmoglar
turg ‘unligi, PGD, DeepFool, CW algoritmi, kiber-bardoshlilik.
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¢ paznuunvimu apxumexmypamu (InceptionV3, ResNet50, DenseNet121 u dp.) ¢ ucnonvzosanuem
ouomeOuyuHcKux Haboposé OauubiX. B pabome npeocmasnen  cpasHumenvHvlil  AHAIU3
agppexmusrnocmu ocrnosHvlx ancopummos amax, makux kaxk PGD, DeepFool u CW, u ooxazano, umo
oadice 8bICOKOMOYHbBIE MOOeNU MO2Ym 0a8ams HesepHvle 6bl800bl 8 Pe3Vibmame MUHUMATbHBIX
UBMEeHeHUll (803MYWeHUll), He3aMemHbIX O/ Yelo8euecko2o 2nazd. B kowye cmamvu Oanbl
NPaKmuyecKue PeKoMeHOayuu no NOGbIUUEHUIO KUOEPYCMOUMUBOCU MEOUYUHCKUX —CUcCmem
UCKYCCMBEHHO20 UHMENIeKma, Mmakue KaK 6HeOpeHue COCMA3amenbHo20 OOVYeHUs U 6XOOHbIX
Gdunbmpos.

Knrwuesvie cnosa: enybokoe obyuenue, amaxu ¢ UCNOAb308AHUEM COCMSA3AMETbHBIX
Memooos, buomeouyuHckue uzobpaxcenus, cmaburvnocms Hetipournwvix cemet, PGD, DeepFool,

aneopumm CW, xubepycmotiuusocme.
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Abstract: This paper examines the vulnerability of deep neural networks (CNNSs), which
underlie modern medical diagnostic systems, to adversarial attacks. Models with various
architectures (InceptionV3, ResNet50, DenseNet121, etc.) were tested using biomedical datasets. The
paper presents a comparative analysis of the effectiveness of key attack algorithms, such as PGD,
DeepFool, and CW, and demonstrates that even highly accurate models can generate incorrect
conclusions due to minimal changes (perturbations) that are imperceptible to the human eye. The
paper concludes with practical recommendations for improving the cyber resilience of medical

artificial intelligence systems, such as the implementation of adversarial learning and input filters.

Keywords: deep learning, adversarial attacks, biomedical images, neural network stability,
PGD, DeepFool, CW algorithm, cyber resilience.
Bugungi kunda sun’iy intellekt (Al) tizimlari, xususan chuqur neyron tarmoglari, tibbiy

diagnostika, rentgen va gistologik tasvirlarni tahlil gilishda yugori aniglik ko‘rsatmoqda. Biroq, ushbu
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tizimlar "ragobatli hujumlar” (adversarial attacks) deb ataluvchi kutilmagan zaifliklarga ega. Tasvirga
kiritilgan, inson ko‘zi ilg‘amaydigan minimal o‘zgarishlar (perturbatsiyalar) diagnostika anigligini
keskin pasaytirishi va noto‘g‘ri klinik xulosalarga sabab bo‘lishi mumkin. Tibbiyot kabi inson hayoti
bilan bevosita bog‘lig sohada Al tizimlarining kiber-bardoshliligini (robustness) ta’minlash o‘ta
muhim va dolzarb vazifadir.

Raqobatli hujumlar (adversarial attacks) — bu sun’iy intellekt tizimlarini, xususan chuqur
neyron tarmoglarini ataylab chalg‘itish san’atidir. Ushbu soha nisbatan yosh bo‘lishiga garamay,
gisga vagt ichida fundamental o‘zgarishlarni boshidan kechirdi.

Ragobatli hujumlar tushunchasini fanga olib kirgan ilk fundamental ish Kristian Szegedy va
uning jamoasi tomonidan amalga oshirilgan. Ular tasvirga inson ko‘zi ilg‘amaydigan darajadagi
kichik o‘zgarish kiritish orgali eng kuchli neyron tarmoglarini ham adashtirish mumkinligini
isbotladilar. Tadgiqgotchilar ushbu xatolar tarmoq arxitekturasiga bog‘lig bo‘lmagan holda "umumiy"
ekanligini, ya'ni bir model uchun yaratilgan hujum boshgasini ham aldashi mumkinligini ko‘rsatib
berishdi. Szegedy C. va boshgalar, "Neyron tarmoglarning gizigarli xususiyatlari” [1].

lan Goodfellow tomonidan taklif etilgan usul sohadagi eng ingilobiy ishlardan biri bo‘ldi.
Mualliflar FGSM (Fast Gradient Sign Method) algoritmini taklif gildilar. Ushbu metod hujumlarni
tezkor generatsiya qilish imkonini beradi va modellarni bunday hujumlarga garshi o‘qgitish
(adversarial training) uchun asos bo‘lib xizmat giladi. Goodfellow neyron tarmoglarining zaifligini
ularning "o‘ta nochizigliligi" bilan emas, balki yuqori o‘lchamli fazodagi chizigli xususiyatlari bilan
tushuntirdi. Goodfellow I. va boshgalar, "Adversarial misollarni tushuntirish va ulardan foydalanish™
[2].

Seyed-Mohsen Moosavi-Dezfooli tomonidan ishlab chigilgan usul optimallashtirishga
asoslangan. Bu neyron tarmoglarini chalg‘itishning oddiy va aniq usuli hisoblanadi. Algoritm tasvirga

go‘llaniladigan o°zgarishlarni imkon gadar kichik (L, normasi bo‘yicha boshlang‘ich tasvirga juda

yaqin) saqglashga intiladi. Moosavi-Dezfooli S.M. va boshqgalar, "DeepFool: chuqur neyron
tarmogqlarini chalg‘itishning oddiy va aniq usuli* [3].

Aleksandr Madry va uning jamoasi adversarial himoyani minimaks optimallashtirish masalasi
sifatida ko‘rib chiqgishni taklif gilishdi. Ular tomonidan ishlab chigilgan PGD (Projected Gradient
Descent) metodi hozirgi kunda eng kuchli "birinchi tartibli" hujum hisoblanadi. Agar model PGD
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hujumiga bardosh bera olsa, u boshga ko‘plab kichikrog hujumlarga ham chidamli bo‘ladi. Madry A.
va boshqalar, "Adversarial hujumlarga chidamli chugur o‘rganish modellari sari” [4].

Nicholas Carlini va David Wagner ko‘plab mavjud "himoya mexanizmlari” aslida mustahkam
emasligini isbotladilar.Ular taklif gilgan CW hujumi shunchalik kuchliki, u hatto maxsus
himoyalangan tarmoglarni ham chetlab o‘ta oladi. Bu tadgiqot model bargarorligini oddiy testlar bilan
emas, balki murakkab va optimallashtirishga asoslangan hujumlar bilan tekshirish shartligini
ko‘rsatdi. Carlini N. va Wagner D., "Neyron tarmoglarning bargarorligini baholash sari" [5].

Tadgiqot jarayonida 5 ta asosiy tibbiy tasvirlar to‘plami va 8 ta klassifikatsiya masalasi ko‘rib
chiqildi:

. Ma’lumotlar: Gistologik tasvirlar (metastazlar, tuxumdon/galgonsimon bez o‘smalari),
ko‘krak gafasi rentgen suratlari (X-ray) va o‘pka kompyuter tomografiyasi (CT).

. Arxitekturalar: InceptionV3, ResNet50, DenseNet121, MobileNet va Xception.

. Dasturiy vositalar: Python, PyTorch, TensorFlow va Adversarial Robustness Toolbox
(ART).

Hujumchi tasvir x™ asl tasvir X ga maksimal darajada yaqin bo‘lishi I X" —xl <1) va modelni
noto‘g‘ri garor chigarishga majbur gilishi kerak.

PGD (Projected Gradient Descent) algoritmi. Ushbu usul iterativ ravishda gradient tushish
texnikasini go‘llaydi:

X1 = Clip, . (X +a-sign(V L(x,,Y)))

Bu yerda T — buzilish magnitudasi, & — o‘rganish koeffitsienti.

DeepFool algoritmi. Neyron tarmoq chigishini chiziglashtirish orgali klassifikatsiya
chegarasiga (gipertekislikka) eng yagin proyeksiyani topadi:

f (%)
K

Xp =Xy — w

CW (Carlini & Wagner) algoritmi. Bu usul nolinear dasturlash masalasini yechishga

asoslangan bo‘lib, minimal buzilish bilan maksimal ishonchlilikka intiladi:
minll %(tanh(w)+1)—xll +citetart]c- f, (% (tanh(w) +1))

1-jadval.

Ma’lumotlar to‘plami va modellarning aniqlik darajasi:
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Ma’lumotlar to‘plami Tasnif vazifasi Rasm soni Aniqlik
H-MT (Gistologiya) Norma / Metastaz 100,000 0.97
X-NR3 (Rentgen) 3 ta yosh guruhi 550,080 0.83
CT (O‘pka KT) Norma / Sil 149,248 0.96
H-ST (Gistologiya II) 6 xil reagent 267,984 0.95

Tajribalar shuni ko‘rsatdiki, CW algoritmi eng yuqgori samaradorlikka ega bo‘lib, piksellarning
minimal o‘zgarishida ham modelni 100% gacha xato gildira oladi.

. O‘tuvchanlik (Transferability): "Qora quti" sharoitida, bir model (masalan,
DenseNet121) uchun yaratilgan hujum boshga modelni (ResNet50) 36% gacha holatda chalgita oldi.

. Ishonch va turg‘unlik: Model o‘z qaroriga ganchalik ishonchi baland bo‘lsa
(confidence > 95%), uni chalg‘itish uchun shunchalik ko‘p shovqin talab etiladi.

Xulosa qilib aytganda tadgigot shuni ko‘rsatdiki, zamonaviy tibbiy Al tizimlari raqobatli
hujumlar oldida mo‘rt hisoblanadi. Tizimlarning xavfsizligini oshirish uchun quyidagilar tavsiya
etiladi:

. Raqgobatli o‘gitish (Adversarial Training): Modelni o‘qgitish jarayonida ataylab
buzilgan tasvirlardan foydalanish.

. Ko‘p bosqgichli verifikatsiya: Diagnostikada bir nechta model ansamblidan foydalanish.

. Kirish filtrlarini joriy etish: Tasvirni neyron tarmog‘iga kirishidan oldin shovginlardan

tozalash (denoising).
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